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Briefing on the care.data programme for GP surgery notice boards
[bookmark: _GoBack]Our medical records are kept by our GP on our behalf, and protected by codes of patient confidentiality and trust, as well as the GP having duties to protect this information under the Data Protection Act. Patients who do not feel able to confide in their GP, because the information will not be kept confidential, may not give their GP the right information for him or her to provide the right diagnosis and treatment.  Patient confidentiality has been one of the cornerstones of the NHS, and now it is being threatened.
In the 2012 Health and Social Care Act, which also gives the government powers to privatise the NHS, it has taken the power to compel GPs to release your medical records to a new centralised body, the Health and Social Care Information Centre (HSCIC).  Patients do have the right to opt out of this process, but they are not being asked to give their consent in advance of the data being taken, so the onus is on them to ask for an opt-out.
Although the HSCIC has been forced to extend its timetable for doing this, from the eight weeks notice it originally gave, opting out is now an urgent matter since the process of taking the data will begin in March.  To opt out, patients need to let their GP know they wish to do so, and it is best to put this in writing, together with their personal details including name, address and date of birth.  The records of children will also be taken without asking parents or guardians, so patients also need to opt out on behalf of their dependent children, as well as any other dependents.  
The Secretary of State for Health is paying (with our money) for 26 million copies of a leaflet entitled Better information means better care to be delivered to all households in England.  Some have already been delivered.  The title is misleading since this data collection programme is not about patient care – it is about using patient information for wider purposes. The leaflet does say you can opt out of this process but forcing people to opt out rather than enabling them to opt in betrays a cavalier approach to confidential patient data.  

Why should patients opt out of the care.data programme?
The short answer is that you cannot trust a government that brought in legislation to sell off the NHS.  Remember, this huge change was not in either coalition partner’s election manifesto.  If they will do that, passing on valuable data will be an easy step.  
They will be collecting all patient data from GPs, including all the personal information, which identifies individuals.  They will then make that available in anonymised form:
· to everyone involved in planning the NHS
· to genuine researchers in universities
· and to other organisations, provided they can make a case that they will use the information for the benefit of patients.  This will include pharmaceutical companies, insurance companies and many other private interests who are really interested in selling services to the NHS and delivering profits to shareholders.
The government may also release this information in a way that reduces the anonymity – by including postcodes and NHS numbers.  Even the HSCIC has admitted the release of this information to a company which already has information on you, such as employers or insurance companies, would enable them to match up the two sources and create one combined record where they will know much more than you would want them to.
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In addition, many experts believe that computer hackers would have a field day when possibly 100,000 people in the public and private sectors might have access to data for the whole of England.  10 people in the average GP practice currently have access to the data of about 5,000 patients, so it is much more difficult for this system to be hacked.
And the Secretary of State for Health also has the power to release all of your data, including personal identifiers, if he so chooses, so his is the final choice – not yours or your GP’s – unless you opt out.  
But what about NHS research and planning?
It is very unfortunate that the beneficial use of this data has been put at risk by the government’s linking it to exploitation by private companies in the market.  It is up to the Government and the HSCIC to come up with alternative proposals which remove that fear and enable patient data to be used in a safe way for research and planning. 
A recent survey by the GP magazine Pulse found that GPs are split roughly half and half about whether they will opt-out with their own personal medical records, indicating that half are fearful of misuse of data, and half think the good outcomes outweigh the bad.  Some GPs have even said they will opt-out all of their patients unless they choose to opt-in.  The fact that this action is illegal says something about how strongly some GPs feel about the loss of patient confidentiality.  
We should opt out now in order to force the Government’s hand, and if in the future the framework is tightened up so that we can have trust in it, people can opt in.  If most of us opt out, the government will have no choice but to change the framework so that we are willing to opt in.  We should use the power of our numbers to make them change the framework.  But the choice of opting-in, must be available, rather than assuming that we opt in if we do not opt out.
What about sharing my records with all of those involved in my care?
The care.data programme is not about sharing your data across all of those involved in your care.  It is only for secondary use of your care.data.  But confusingly, while the national care.data programme is going ahead, in lots of localities people are also being asked by their GPs if they are willing to share information on their Summary Care Record with other carers such as district nurses, social care companies, hospital outpatients clinics etc.  These are two separate things and you need to make up your mind about each of them.  

This briefing and accompanying leaflet is only concerned with the care.data programme.
What do GPs and practice managers need to do to enable a patient to opt out?
Your surgery will need to adjust their computerised record for you using specific codes to ensure you are not included in any downloads to the care.data programme.
There are a number of leaflets available that you can fill out and hand in to your GP surgery (which include the necessary codes): www.keepournhspublic.com/pdf/data-opt-out.pdf or you can write a short note stating you wish to opt out of the care.data programme.
More information
GP Dr Neil Bhatia has put a lot of work into clarifying these issues and his website provides a very thorough and independent analysis of what is going on.  
For further details on the care.data programme go to: www.care-data.info.
This briefing is from: Keep Our NHS Public, 19 Vincent Terrace, London N1 8HN
www.keepournhspublic.com
If you would like an electronic copy of this briefing and the accompanying leaflet with form to give to your GP, please email us via the website.  Thank you.
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